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EXERCITO REFORCA SEGURANCA DIGITAL NA COP30 - BRASIL

Ultimo Segundo - As Forcas Armadas montaram um esquema especial de defesa cibernética para proteger as
infraestruturas de tecnologia da informacédo durante a COP30, em Belém. A acao integra a Operagdo Marajoara e
tem como foco evitar invasdes, ataques digitais e qualquer tentativa de comprometimento de servi¢gos essenciais.
No Quartel-General Integrado (QGI), funciona o Destacamento Conjunto de Guerra Cibernética, subordinado ao
Comando de Defesa Cibernética (ComDCiber). De uma Viatura de Comando e Controle, militares realizam
monitoramento continuo de toda a rede de Tl utilizada pelo Comando Conjunto Marajoara.

PARA O COMITE GESTOR DA INTERNET, ANPD E A
COORDENADORA DA REGULAGCAO DA INTELIGENCIA ARTIFICIAL
BRASIL

Convergencia Digital - O Comité Gestor da Internet no Brasil defende a necessidade de uma regulacao
“centralizada na protecdo das pessoas” e alinhada ao desenvolvimento socioecondmico e cientifico do Brasil em
nota publica sobre o marco legal da inteligéncia artificial, na forma da tramitacdo do projeto de lei 2.338/23, na
Camara dos Deputados. O comité afirma apoiar a criagdo de regras especificas para sistemas de |A e ressalta que
o0 PL 2.338/2023 representa um ponto de partida adequado para o debate legislativo.

INSS PASSA A USAR PROCURACAO ELETRONICA PARA
REFORCAR PROTECAO DE DADOS E SEGURANCA DIGITAL
BRASIL

Cryptoid - O Meu INSS passa a disponibilizar uma nova funcionalidade de procuracéo eletrdnica, desenvolvida pelo
Ministério da Gestdo e da Inovagdo em Servi¢cos Publicos (MGI) em parceria com o Instituto Nacional do Seguro
Social (INSS). A iniciativa, anunciada na quinta-feira (13), fortalece a seguranca cibernética, melhora a protecéo de
dados pessoais e amplia a acessibilidade aos servigos digitais. Com a ferramenta, o usuario pode autorizar um
representante a acessar servicos do INSS sem precisar compartilhar sua senha do GOV.BR e sem comparecer a
uma agéncia.
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MEXICO LANZA LA ESCUELA PUBLICA DEIA Y CODIGO MAS
GRANDE DEL CONTINENTE, ANUNCIA EL GOBIERNO FEDERAL
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Wired - El Gobierno Federal de México presenté el Centro Plblico de Formacién en Inteligencia Artificial (IA), un
proyecto inscrito en la iniciativa “México: pais de innovacién”, que busca capacitar a 25,000 personas al afio en
areas vinculadas con las tecnologias emergentes. El anuncio se realiz6 en las instalaciones del Tecnolégico
Nacional de México (TecNM), de la alcaldia Tlahuac, y fue encabezado por Claudia Sheinbaum, presidenta de
México, quien sefialé que la nueva institucién educativa estara vinculada con la plataforma SaberesMx, una
herramienta digital que ofrecera cursos y materiales de distintas universidades con el propésito de “democratizar el
acceso al conocimiento”.

MUNDIAL 2026: FORTALECEN CIBERSEGURIDAD PARA FRENAR
LA REVENTA Y PROTEGER A LA AFICION - MEXICO

LJA.MX - La cuenta regresiva para el Mundial 2026 avanza y, junto con la emocién por los partidos que se
celebrardn en México, también crece la preocupacion por la seguridad en la compra y reventa de boletos. Para
evitar fraudes, abusos y riesgos digitales, la Procuraduria Federal del Consumidor (Profeco) anuncié un paquete de
medidas que incluyen vigilancia, atencién directa y acciones de ciberseguridad para proteger a los aficionados.
Durante la conferencia matutina del 18 de noviembre, el Gobierno de México presento la estrategia “Mundial
Social”, donde la Profeco confirmé que trabajara de manera coordinada con la FIFA para garantizar procesos
transparentes y transacciones seguras tanto fisica como digitalmente.

CIBERSEGURIDAD CON IMPACTO SOCIAL: MODELO EDUCATIVO
TRANSFORMA OPORTUNIDADES EN DESAMPARADOS - COSTA
RICA

El Mundo - Un innovador proyecto educativo estd demostrando como la tecnologia puede ser un motor de
oportunidades para la poblacién joven. En la Fundacion La Libertad, un espacio cultural orientado al desarrollo
comunitario, se ha consolidado un modelo de formacion en ciberseguridad sin precedentes en América Latina,
creado en alianza con la industria tecnoldgica y la academia, y dirigido a jovenes de Desamparados.

UNION EUROPEA LANZA PAQUETE DIGITAL; PROMETE NORMAS
MAS SIMPLES PARA FOMENTAR LA INNOVACION

DPL News - “Las empresas europeas dedicaran menos tiempo al trabajo administrativo y a cumplimiento de
medidas y mas tiempo a la innovacién”, prometié la Unién Europea tras el lanzamiento de un paquete de medidas
que busca racionalizar normas sobre Inteligencia Artificial (IA), ciberseguridad y datos en pos de un ahorro
estimado en 5,000 millones de euros hasta 2029. Ademas, “las carteras empresariales europeas podrian
desbloquear otros 150,000 millones de euros en ahorros para las empresas cada afio”, calculd. Los cambios se
proponen bajo tres conceptos: 1. Omnibus Digital 2. Estrategia de Union de Datos y 3. Cartera de negocios
europea.
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TRUMP’S CYBER STRATEGY WILL EMPHASIZE ADVERSARY
DETERRENCE, INDUSTRY PARTNERSHIPS - USA

Cybersecurity Dive - The Trump administration’s top cybersecurity official on Tuesday previewed the contours of the
administration’s cyber strategy, saying it would focus heavily on countering foreign adversaries and reducing
regulatory burdens on industry. “We are striving as an administration to make sure that there is a single coordinated
strategy in this domain in a way that hasn’t happened before,” National Cyber Director Sean Cairncross said at the
Aspen Cyber Summit. “We are working in very close partnership with our interagency colleagues to develop this
strategy and get it out the door.”

CISA UNVEILS GUIDE TO COMBAT BULLETPROOF HOSTING
CYBERCRIME - USA

CISA - Today, the Cybersecurity and Infrastructure Security Agency (CISA), in collaboration with US and
international partners, released Bulletproof Defense: Mitigating Risks from Bulletproof Hosting Providers. This guide
offers internet service providers (ISPs) and network defenders an in-depth overview of this cybercriminal activity
along with key steps, best practices and resources to safeguard their customers and their networks. Developed
through the Joint Ransomware Task Force, a U.S. interagency body, this guide ensures a unified approach to
combat the escalating threat of ransomware attacks. Cybercriminal actors are increasingly leveraging Bulletproof
Hosting (BPH) infrastructure to conduct cyber operations targeting critical infrastructure, financial institutions, and
other high-value targets. BPH providers market their infrastructure as “bulletproof” to cybercriminals because they
neither engage in good faith with legal processes nor with third-party or victim complaints of malicious activity
enabled from such infrastructure.

US, UK AND AUSTRALIA SANCTION RUSSIAN CYBER FIRMS
OVER RANSOMWARE LINKS

Reuters - The United States, Australia and Britain announced coordinated sanctions on Wednesday against Russia-
based web company Media Land, accusing it of supporting ransomware operations. U.S. Treasury's Office of
Foreign Assets Control also designated three members of the Russian company's leadership and three of its sister
companies, the Department of Treasury said in a statement. "These so-called bulletproof hosting service providers
like Media Land provide cybercriminals essential services to aid them in attacking businesses in the United States
and in allied countries," said John Hurley, under secretary of the treasury for terrorism and financial intelligence.

CYBERSECURITY COALITION PUSHES REGULATORY
ALIGNMENT, LEGISLATIVE ACTIONS AFTER GOVERNMENT
SHUTDOWN - USA

Inside Cyber - The Cybersecurity Coalition is laying out a plan for the Trump administration and lawmakers to
address pressing issues following the government shutdown, including clarification of cyber leadership roles and
regulatory realignment on incident reporting. “As federal operations resume, it is imperative that the federal
government renew its commitment to cybersecurity and operational resilience, dedicating the necessary attention
and resources to protect Americans and safeguard U.S. economic and national security against these growing
threats,” according to a Nov. 18 letter from the Cybersecurity Coalition. The letter says, “To that end, the
Cybersecurity Coalition outlines four key areas of action for the Trump Administration and Congress to strengthen
the nation’s cybersecurity posture in the coming months.”
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