
D I G I  A M E R I C A S  A L L I A N C E  M E M B E R S

C H I L E  P U B L I S H E S  T H E  R E G U L AT I O N S  F O R  T H E  O P E R AT I O N  O F
T H E  S TAT E  S E C U R E  C O N N E C T I V I T Y  N E T W O R K

SeguriLatam - The Official Gazette of the Republic of Chile has published the regulations establishing the operation
of the State Secure Connectivity Network (RCSE), a critical infrastructure that digitally connects public agencies
and is now formalized as part of the implementation of the Cybersecurity Framework Law. Thus, this network,
administered by the National Cybersecurity Agency (ANCI), is the legal successor to the former State Connectivity
Network created in 1999. Its modernization and regulation represent a decisive step toward strengthening the digital
resilience of the Chilean State.

T H E  A R M Y  P R O J E C T S  D I R E C T O R AT E  A N D  C I B E R L A B  U C  H E L D  A
W O R K I N G  M E E T I N G  -  C H I L E

Chilean Army - As part of the multiple academic and research initiatives uniting the Chilean Army and the Pontifical
Catholic University, the Projects Directorate, together with the Army Intelligence Brigade, attended the UC Cyberlab,
which was born from the alliance with the university's Innovation Center. The purpose of the working meeting was to
provide feedback on the progress of the joint cyber defense projects being implemented under the dual innovation
modality between both institutions, from 2024 to the present.

C O N G R E S S M E N  W I L L I N G  T O  S U P P O R T  CY B E R S E C U R I T Y  B I L L  -
M E X I C O

La Prensa - The role of the legislators of the Mexico City Congress will be essential for the approval of the
Cybersecurity Law initiative aimed at the city's obligated subjects as soon as possible, acknowledged the president
commissioner of the Institute of Transparency, Access to Public Information, Protection of Personal Data and
Accountability of Mexico City (INFO), Laura Lizette Enríquez Rodríguez, when explaining that this proposal aims to
consolidate a robust regulatory framework for the protection of the references of all citizens, who are increasingly
exposed to risks derived from digitalization.

https://www.segurilatam.com/ciberilatam/chile-publica-el-reglamento-para-el-funcionamiento-de-la-red-de-conectividad-segura-del-estado-rcse_20250415.html
https://www.segurilatam.com/ciberilatam/chile-publica-el-reglamento-para-el-funcionamiento-de-la-red-de-conectividad-segura-del-estado-rcse_20250415.html
https://www.ejercito.cl/prensa/visor/direccion-de-proyectos-del-ejercito-y-ciberlab-uc-realizaron-reunion-de-trabajo
https://www.ejercito.cl/prensa/visor/direccion-de-proyectos-del-ejercito-y-ciberlab-uc-realizaron-reunion-de-trabajo
https://oem.com.mx/la-prensa/metropoli/congresistas-dispuestos-a-apoyar-iniciativa-de-ley-de-ciberseguridad-22667990
https://oem.com.mx/la-prensa/metropoli/congresistas-dispuestos-a-apoyar-iniciativa-de-ley-de-ciberseguridad-22667990


T H R E E  Y E A R S  A F T E R  T H E  H AC K I N G  O F  T H E  M I N I S T R Y  O F
F I N A N C E :  H O W  A R E  C O S TA  R I CA ' S  P U B L I C  I N S T I T U T I O N S
D O I N G  I N  CY B E R S E C U R I T Y ?  -  C O S TA  R I CA

El Financiero - After Easter 2022, the Ministry of Finance's systems were blocked by the Conti cybercriminal group,
but other entities were attacked at that time and later. Has cybersecurity improved in public institutions? 

F I V E  CY B E R S E C U R I T Y  T H R E AT S  I N  2 0 2 5 :  W H AT  T O  E X P E C T ?  -
B R A Z I L

Privacy Tech - As technology advances, so do cybersecurity threats, especially in an increasingly connected world.
By 2025, experts have identified five major threats that could affect both individuals and organizations. These
threats not only reflect the increasing sophistication of cybercriminals, but also the urgent need for greater
awareness of digital security.

R E Q U E S T  F O R  R E P O R T S  F R O M  T H E  M I N I S T R Y  O F  I N F O R M AT I O N
A N D  C O M M U N I CAT I O N S  ( M I T I C )  O N  CY B E R S E C U R I T Y  A N D
DATA  B R E AC H E S  A P P R OV E D  -  PA R AG U AY

Diputados.gov.py - In its last regular session, the Chamber of Deputies approved, on the spot, a draft resolution
"Requesting reports from the Executive Branch - Ministry of Information and Communication Technologies (MITIC)"
on the status of cybersecurity within government structures. The initiative was sponsored by Representative Raúl
Benítez (Independent-Central), who raises the need to clarify the measures adopted by MITIC in relation to the
National Cybersecurity Plan.

WA R  GA M E S  GA I N  P R O M I N E N C E  I N  N AT I O N A L  S T R AT E G I C
P R E PA R AT I O N  -  B R A Z I L

Defesa em foco - From an oil spill simulation to defense strategies for the Rio Olympics, the War Games have
become a key part of Brazil's security and sovereignty planning. At the Naval War College (EGN), where the
country's main center operates, civilian and military leaders test solutions for threats ranging from cyber warfare to
interagency coordination, natural disasters and border operations.

PA N A M A :  W I L L  H O S T  I M P O R TA N T  CY B E R S E C U R I T Y  E V E N T

Critica - From May 21 to 23, 2025, Panama will host the 5th STIC Congress RootedCON Panama Chapter, a leading
international event in the field of cybersecurity, which will take place at the Panama Convention Center (Amador), in
Panama City, for the second consecutive year in the country. 

https://www.elfinancierocr.com/tecnologia/a-tres-anos-del-hackeo-al-ministerio-de-hacienda/KSYZHEHX75HVDOW46Q2GCNDQ2Q/story/
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https://www.privacytech.com.br/noticias/cinco-ameacas-a-seguranca-cibernetica-em-2025-o-que-esperar,453348.jhtml
https://www.privacytech.com.br/noticias/cinco-ameacas-a-seguranca-cibernetica-em-2025-o-que-esperar,453348.jhtml
https://www.diputados.gov.py/index.php/noticias/aprueban-pedido-de-informes-al-mitic-sobre-ciberseguridad-y-filtraciones-de-datos
https://www.diputados.gov.py/index.php/noticias/aprueban-pedido-de-informes-al-mitic-sobre-ciberseguridad-y-filtraciones-de-datos
https://www.diputados.gov.py/index.php/noticias/aprueban-pedido-de-informes-al-mitic-sobre-ciberseguridad-y-filtraciones-de-datos
https://www.defesaemfoco.com.br/jogos-de-guerra-ganham-destaque-no-preparo-estrategico-nacional/
https://www.defesaemfoco.com.br/jogos-de-guerra-ganham-destaque-no-preparo-estrategico-nacional/
https://www.critica.com.pa/vida/panama-recibira-importante-evento-de-ciberseguridad-490321


CY B E R S E C U R I T Y  I N  T H E  A I  E R A :  E VO LV E  FA S T E R  T H A N  T H E
T H R E AT S  O R  G E T  L E F T  B E H I N D

The Hacker News - AI is changing cybersecurity faster than many defenders realize. Attackers are already using AI
to automate reconnaissance, generate sophisticated phishing lures, and exploit vulnerabilities before security teams
can react. Meanwhile, defenders are overwhelmed by massive amounts of data and alerts, struggling to process
information quickly enough to identify real threats. AI offers a way to level the playing field, but only if security
professionals learn to apply it effectively.

C O LO M B I A  S T R E N G T H E N S  E L E C T O R A L  CY B E R S E C U R I T Y  W I T H
FAC I A L  R E C O G N I T I O N  A N D  E A R LY  WA R N I N G S

Hoy Diario del Magdalena - With the goal of ensuring more secure electoral processes, the National Civil Registry,
in conjunction with the National Police, announced a technological security system that integrates facial biometric
validation with the criminal record database.
This measure will seek to anticipate risks and strengthen the cybersecurity of the Colombian electoral system ahead
of the 2025 and 2026 elections.

N I S T  U P DAT E S  P R I VACY  F R A M E W O R K ,  T Y I N G  I T  T O  R E C E N T
CY B E R S E C U R I T Y  G U I D E L I N E S

NIST - How can society benefit from the use of personal data while also protecting individual privacy? Five years
after debuting guidelines that can help organizations balance these goals, the National Institute of Standards and
Technology (NIST) has drafted a new version of the NIST Privacy Framework intended to address current privacy
risk management needs, maintain alignment with NIST’s recently updated Cybersecurity Framework, and improve
usability. The draft release, NIST Privacy Framework 1.1 Initial Public Draft, is broadly intended to help
organizations manage the privacy risks that arise from personal data flowing through complex information
technology systems.

C H I N A  A D M I T S  B E H I N D  C LO S E D  D O O R S  I T  WA S  I N VO LV E D  I N
VO LT  T Y P H O O N  AT TAC K S

Yahoo News - Amid a serious escalation of hostilities between the two nations, senior Chinese officials have
apparently acknowledged behind closed doors that Beijing was involved in a series of cyberattacks on US critical
infrastructure. These attacks saw Chinese Volt Typhoon hackers infiltrate US critical infrastructure systems for
years, including compromising energy, communications, transportation, and water industries.

https://thehackernews.com/2025/04/cybersecurity-in-ai-era-evolve-faster.html
https://thehackernews.com/2025/04/cybersecurity-in-ai-era-evolve-faster.html
https://hoydiariodelmagdalena.com.co/archivos/1107116/colombia-refuerza-la-ciberseguridad-electoral-con-reconocimiento-facial-y-alertas-tempranas/
https://hoydiariodelmagdalena.com.co/archivos/1107116/colombia-refuerza-la-ciberseguridad-electoral-con-reconocimiento-facial-y-alertas-tempranas/
https://www.weforum.org/stories/2025/04/china-the-west-cyberspace/
https://www.weforum.org/stories/2025/04/china-the-west-cyberspace/
https://www.yahoo.com/news/china-admits-behind-closed-doors-180000472.html?guccounter=1
https://www.yahoo.com/news/china-admits-behind-closed-doors-180000472.html?guccounter=1


CY B E R S E C U R I T Y  R I S K S  O F  E N C R Y P T I O N  B AC K D O O R S :  W H AT
B U S I N E S S  L E A D E R S  S H O U L D  K N O W

Forbes - The Washington Post reported in February that the U.K. government issued a "secret order" that
"demanded that Apple create a back door allowing them to retrieve all the content any Apple user worldwide has
uploaded to the cloud." While the immediate order is centered on Apple's cloud data, the U.K.’s order for blanket
access to encrypted material raises broader questions about its applicability to other companies and its potential to
undermine end-to-end encryption, a critical tool businesses and consumers broadly rely upon today to keep their
devices, services and data safe.

O P T I M I Z I N G  CY B E R C R I M E  D E T E C T I O N :  A  H Y B R I D  D E E P
L E A R N I N G  A P P R OAC H  F O R  E N H A N C E D  I N T R U S I O N  D E T E C T I O N
SYS T E M S

With the rapid advancement of technology, servers have become increasingly vulnerable to cyber threats, posing
significant risks to valuable assets such as cloud infrastructure, IoT devices, and mobile applications. As
cyberattacks escalate across various industries, the role of intrusion detection systems (IDS) in maintaining
cybersecurity has become more critical than ever. Traditional (IDS) face substantial challenges in analyzing large
volumes of operational data, often relying on recorded attack instances and anomaly detection, which may not
suffice in the face of evolving threats. To overcome these limitations, recent advancements have focused on
leveraging machine learning and deep learning-based (IDS).

https://www.forbes.com/councils/forbesbusinesscouncil/2025/04/11/cybersecurity-risks-of-encryption-backdoors-what-business-leaders-should-know/
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