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PARAGUAY AIMS TO ESTABLISH A CYBERSECURITY
OPERATIONS CENTER

La Nacion - With the cooperation of the United States Southern Command in strengthening cyber defense and
cybersecurity for the Military Forces (FF. MM.), Paraguay will be able to monitor, control cyberspace and act in
cases of threats, as indicated by the Director of Communications of the FF. MM., General Neill Camacho. "With this,
we can have a cybersecurity operations center, which will allow us to monitor and protect critical infrastructure and
also act in the event of attacks or threats in cyberspace," said the senior military official in an interview with
Paraguay TV on Tuesday.

LATORRE URGES THE GOVERNMENT TO INVEST IN
CYBERSECURITY TO PROTECT THE STATE - PARAGUAY

La Nacion - The Speaker of the Chamber of Deputies, Dr. Raull Latorre, was forceful in his statement regarding the
future of Paraguay's cyberspace. In this regard, he urged the government to invest in and strengthen its
cybersecurity infrastructure to protect the information of state institutions and the country's image. The legislator
referred to the publication of an outline of intelligence actions by the Brazilian government against the Paraguayan
state regarding the negotiations surrounding Annex C of the ltaipu Treaty. In this regard, he emphasized that
cybersecurity is no longer a necessity of the future, but rather a necessity of the present.

CYBERCRIME: ARGENTINA'S LARGEST MEDICAL DATA BREACH
AFFECTED PRIVATE CLINICS IN CORDOBA

Perfil - A massive attack on private healthcare centers in Argentina exposed 665,128 patient medical records, in
what is considered the largest medical data breach in the country and possibly in Latin America. The cyberincident
compromised sensitive information from 30 clinics and sanatoriums, affecting a dozen located in the province of
Cordoba. The attack targeted the supply chain of the company InformeMedico. It did not directly affect the hospitals,
but rather a medical services provider that digitizes tests such as X-rays, CT scans, ultrasounds, and laboratory
tests.


https://www.lanacion.com.py/politica/2025/04/08/paraguay-apunta-a-instalar-un-centro-de-operaciones-de-seguridad-cibernetica/
https://www.lanacion.com.py/politica/2025/04/08/paraguay-apunta-a-instalar-un-centro-de-operaciones-de-seguridad-cibernetica/
https://www.lanacion.com.py/politica/2025/04/04/latorre-insta-al-gobierno-a-invertir-en-ciberseguridad-para-proteger-al-estado/
https://www.lanacion.com.py/politica/2025/04/04/latorre-insta-al-gobierno-a-invertir-en-ciberseguridad-para-proteger-al-estado/
https://www.perfil.com/noticias/cordoba/ciberdelitos-la-mayor-filtracion-de-datos-medicos-de-argentina-afecto-a-clinicas-privadas-de-cordoba.phtml
https://www.perfil.com/noticias/cordoba/ciberdelitos-la-mayor-filtracion-de-datos-medicos-de-argentina-afecto-a-clinicas-privadas-de-cordoba.phtml
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MORE PERSONAL DATA OF SALVADORANS ONLINE AFTER
HACKING OF A DEBT COLLECTION AGENCY

La Prensa Grafica - A group of hackers leaked information from a debt collection company. The company has
already filed a complaint with the Attorney General's Office. This week, a group of hackers calling themselves
RansomHub published 141 gigabytes (GB) of information from a Salvadoran company that handles debt collection
for other financial companies, such as regional banks.

COLOMBIA: HOW THE GENAI TECHNOLOGY TOOL CAN BE
USEFUL FOR THE HEALTH SECTOR

TrendTIC - The crisis facing the Colombian healthcare sector continues to be a challenge that advances
simultaneously with government efforts to integrate Artificial Intelligence to improve the quality of service. Lack of
medication, delays in care, lack of coverage, and lack of care in hard-to-reach areas are some of the pains that
digital medicine and Generative Artificial Intelligence could help alleviate. It has already been proven that
Generative Al (GenAl) can be a transformative agent in key areas such as patient experience, administrative
process optimization, and even drug discovery. This was revealed by EPAM Systems Inc. in a recent publication.

ANATEL RAISES CYBERSECURITY REQUIREMENTS - BRAZIL

JOTA - Accelerated technological evolution, the expansion of the use of connected devices and the increase in
cyber threats have placed the telecommunications sector under intense pressure to ensure security and regulatory
compliance. In this context, Resolution 740/2020 of the National Telecommunications Agency (Anatel), known as the
Cybersecurity Regulation Applied to the Telecommunications Sector, was issued to raise the cybersecurity
standards of the telecommunications infrastructure in Brazil.

DIGITAL TRANSFORMATION IN THE FINANCIAL MARKET:
OPPORTUNITIES AND CHALLENGES IN THE AGE OF SECURITY -
BRAZIL

EcommerceBrasil - The digitalization of financial services is no longer a trend, but a consolidated reality.
Technological advances have revolutionized the way consumers deal with money, making transactions faster and
more accessible. However, this evolution has also brought significant challenges, especially in relation to security
and user trust.

BRAZIL DEBATES PRIVACY AND DIGITAL SECURITY AT
INTERNATIONAL MEETING

Gov.br - Brazilian and foreign experts discussed privacy and international cooperation for data protection for three
days in Brasilia (DF). On Tuesday (1st) and Wednesday (2), the Il Meeting of the Working Groups of the Ibero-
American Data Protection Network (RIPD) took place. On Thursday (3), the group participated in the | International
Data Protection Meeting of the National Data Protection Authority (ANPD), at the Palace of Justice.


https://www.ecommercebrasil.com.br/artigos/transformacao-digital-no-mercado-financeiro-oportunidades-e-desafios-na-era-da-seguranca
https://www.ecommercebrasil.com.br/artigos/transformacao-digital-no-mercado-financeiro-oportunidades-e-desafios-na-era-da-seguranca
https://www.ecommercebrasil.com.br/artigos/transformacao-digital-no-mercado-financeiro-oportunidades-e-desafios-na-era-da-seguranca
https://www.trendtic.cl/2025/04/colombia-como-la-herramienta-tecnologica-genai-puede-ser-util-para-el-sector-salud/
https://www.trendtic.cl/2025/04/colombia-como-la-herramienta-tecnologica-genai-puede-ser-util-para-el-sector-salud/
https://www.jota.info/artigos/anatel-eleva-exigencias-de-seguranca-cibernetica
https://www.laprensagrafica.com/elsalvador/Mas-datos-personales-de-salvadorenos-en-linea-tras-hackeo-a-una-gestora-de-cobros-20250402-0082.html
https://www.laprensagrafica.com/elsalvador/Mas-datos-personales-de-salvadorenos-en-linea-tras-hackeo-a-una-gestora-de-cobros-20250402-0082.html
https://www.gov.br/mj/pt-br/assuntos/noticias/brasil-debate-privacidade-e-seguranca-digital-em-encontro-internacional
https://www.gov.br/mj/pt-br/assuntos/noticias/brasil-debate-privacidade-e-seguranca-digital-em-encontro-internacional
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INTERNATIONAL EXCHANGE STRENGTHENS CYBER DEFENSE AT
FAB - BRAZIL

Brazilian Air Force - Between April 7th and 11th, the Air Force Cyber Defense Center (CDCAER), subordinate to the
Information Technology Directorate (DTI) and the General Support Command (COMGAP), will carry out, in
coordination with the Third Sub-Chief of EMAER (3SC), in Brasilia (DF), an international exchange that brings
together specialists in Cyber Defense Operations.

HOW CYBERSECURITY OPTIMIZES IT/OT CONVERGENCE IN
MINING - PERU

Ser Peruano - The digital transformation in the mining industry has accelerated the convergence between
information technology (IT) and operational technology (OT), enabling greater automation and optimization of
processes. However, this integration has also increased the attack surface for cyber threats, making cybersecurity a
fundamental pillar to ensure operational continuity and efficiency.

IS THERE A WAY FOR CHINA AND THE WEST TO COOPERATE IN
CYBERSPACE?

WEF - Cyberspace, like the high seas or space before it, has become a contested arena where nation-states jostle
for influence, security and to further their strategic interests. The West and China have learnt painful lessons when
online fraud gangs have been able to harden over time into deeply sophisticated, intractable underground cyber
economies. History shows that even in the most fraught geopolitical environments, pragmatic, issue-specific
cooperation can build trust and foster dialogue that can ultimately lead to greater stability between powers.

US, AUSTRALIA, CANADA WARN OF ‘FAST FLUX’ SCHEME USED
BY RANSOMWARE GANGS

The Record - Ransomware gangs and Russian government hackers are increasingly turning to an old tactic called
“fast flux” to hide the location of infrastructure used in cyberattacks. Cybercriminals and nation-state actors use the
fast flux technique to rapidly change the Domain Name System (DNS) records associated with a single domain
name — hiding the locations of malicious servers, according to an advisory published on Thursday by cybersecurity
agencies in the U.S., Australia, Canada and New Zealand.

WHY THE IDEA OF CONNECTIVITY CREDITS IS GAINING
MOMENTUM

WEF - With some 32% of the world’s population functionally offline, governments alone can’t fund enough networks
to reverse this digital exclusion. The private sector must be involved, and connectivity credits could help to bridge
this gap and deliver all the benefits of internet connectivity to these people.


https://therecord.media/us-australia-canada-warn-of-fast-flux-ransomware-rusia
https://therecord.media/us-australia-canada-warn-of-fast-flux-ransomware-rusia
https://www.fab.mil.br/noticias/mostra/43984
https://www.fab.mil.br/noticias/mostra/43984
https://www.fab.mil.br/
https://www.fab.mil.br/
https://www.fab.mil.br/
https://www.fab.mil.br/
https://www.fab.mil.br/
https://www.weforum.org/stories/2025/04/china-the-west-cyberspace/
https://www.weforum.org/stories/2025/04/china-the-west-cyberspace/
https://www.serperuano.com/2025/04/como-la-ciberseguridad-optimiza-la-convergencia-it-ot-en-la-mineria/
https://www.serperuano.com/2025/04/como-la-ciberseguridad-optimiza-la-convergencia-it-ot-en-la-mineria/
https://www.weforum.org/stories/2025/04/why-the-idea-of-connectivity-credits-is-gaining-momentum/
https://www.weforum.org/stories/2025/04/why-the-idea-of-connectivity-credits-is-gaining-momentum/
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HOW Al IS FUNDAMENTALLY CHANGING THE OPERATIONAL
NEEDS OF STARTUPS

WEF - Artificial intelligence (Al) is transforming industries and redefining how new businesses are created. Al-native
startups are companies whose core products are built from the ground up on Al technologies. Al-native startups are
fundamentally altering how businesses are built, scaled and supported, and stakeholders must adapt to this new era
now.

PROTECTION VS. CENSORSHIP: HOW TO STRIKE THE RIGHT
BALANCE CURBING ONLINE DISINFORMATION

WEF - The days when conspiracy theories, disinformation and fake news were confined to the internet’s fringes are
long gone. They are now part of mainstream global debate, influencing elections, disrupting markets and
challenging the boundaries of free speech. As the World Economic Forum’s Global Risks Report 2025 revealed,
disinformation remains the top short-term risk for the second consecutive year. It has the power to erode trust,
deepen divisions, and weaken governance and global cooperation. With regulation still lagging behind the fast pace
of technological change, the risk is not only persistent but growing.


https://www.weforum.org/stories/2025/04/disinformation-governance-online-davos/
https://www.weforum.org/stories/2025/04/disinformation-governance-online-davos/
https://www.weforum.org/stories/2025/04/how-founders-are-shaping-the-future-of-entrepreneurship-with-ai/
https://www.weforum.org/stories/2025/04/how-founders-are-shaping-the-future-of-entrepreneurship-with-ai/

